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Enhancing Controls on Legal Transfers

by Michael Crowley and Elizabeth Clegg

INTRODUCTION: ScOPE AND CONTEXT

A prerequisite for effective international action to prevent and combat the illicit trade
in small arms and light weapons (SALW)! is thart states develop a common under-
standing of what constitutes the “legal” trade, and therefore what is “illicit.” Failure to
exert effective control over the legal trade in SALW opens up possibilities for diver-
sion to illicit markets and end-users and blurs the lines between the legal and illicic
trade. A major concern for the UN Conference on the Illicit Trade in Small Arms and
Light Weapons in All Its Aspects should thus be to define clear parameters and to
agree on a comprehensive mechanism for controlling the legal trade in these weapons.

All governments are potential suppliers of SALW, since even those with no manu-
facturing capacity will have the potential to export surplus weapons once owned by
their police and/or armed forces. The nature of the export, import, in-transit licens-
ing, and end-use certification requirements imposed by governments, and the rigor
with which they are monitored and enforced, are therefore of great international im-
portance since they can have a significant role to play in ensuring that legitimate
transfers of SALW are not diverted o illicit markets or end-users.

This article examines the external factors that governments take into account
during the SALW licensing process. In particular, it assesses how governments can
better control the “legal” trade in SALW so as to limit possibilities for the illicit trade
in, and use of, these weapons. Ultimately the objective is, in the context of the UN
conference, to explore possibilities for developing a set of universal norms or prin-
ciples that could be applied to government-authorized transfers of SALW.

THE NEeD TO DEFINE ILLicIT TRADE

The United Nations Conference on the Illicit Trade in Small Arms and Light
Weapons in All Its Aspects (July 2001) is a historic opportunity for the international
community to agree on global action to prevent and reduce the spread and misuse of
these weapons.

If the conference is to fulfill its potential, it is vital that it thoroughly address a//
aspects of illicit SALW trafficking. One aspect of the trade in SALW that is clearly
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52 CROWLEY AND CLEGG

illicit concerns those transfers that are not authorized by all states in the chain, includ-
ing importing, exporting, and transit states. However, there is pressure from a num-
ber of countries to define illicit trafficking narrowly—making the conference appli-
cable only to non-state-sanctioned transfers.

There is extensive evidence that many of the weapons circulating in the illicic
market originate as state-sanctioned, or legally transferred, weapons. Case studies show
that legal transfers can be diverted to illicit destinations; similarly, firearms licensed to
civilians are stolen and enter the black marker.

Many of the weapons circulating in the illicit market
originate as state-sanctioned, or legally transferred, weapons.

For example, in June 1998, the UN Security Council passed a resolution prohib-
iting the sale of arms and related material to nongovernmental forces in Sierra Leone.
Despite this arms embargo, there is strong evidence to suggest that arms continued to
reach the Revolutionary United Front (RUF), who subsequently used them to carry
out widespread and brutal human rights violations on the civilian population in Si-
erra Leone. The UN secretary-general, as requested by Security Council Resolution
1306 (2000), appointed a panel of experts to investigate allegations of violations of
the embargo and the role of the trade in diamonds from rebel-held areas. In Decem-
ber 2000, the UN Panel of Experts released its report,? including a detailed analysis
of how sixty-eight tons of weapons from Ukraine found their way into the hands of
the RUE It is an illuminating case study of how arms that originate in the legal
market make their way into the illegal market [see Box 1].

Another UN panel—the Group of Governmental Experts on Small Arms—out-
lined the interconnection between the legal and illicit trade in small arms in its 1999
report:

Hlicic arms supply networks often involve legal arms purchases or transfers which
are subsequently diverted to unauthorized recipients, or leakage from arms storage
facilities. Arms brokers play a key role in such networks, along with disreputable
transportation and finance companies. Illicit arms trafficking can sometimes be
helped by negligent or corrupt governmental officials and by inadequate border
and customs controls. . . . Efforts to combat illicit arms trafficking are in some
cases hampered by inadequate national systems to control stocks and transfers
of arms, shortcomings or differences in the legislation and enforcement
mechanisms between the States involved, and a lack of information exchange
and cooperation at the national, regional and international levels.?

As an essential element in combating illicit trafficking, therefore, governments must
- « M ” « » .

stringently control the “state-sanctioned” or “legal” trade. To be effective, a number
of interlocking controls on the legal trade are required; for example, import/export
controls, end-use certification systems, postdelivery authorization, and controls on
the activities of arms brokering and shipping agents.

There is a second reason why controlling legal transfers is fundamental to com-
bating the illicit trade in SALW. Many of the arms transfers of concern are used illic-
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CONTROLS ON LEGAL TRANSFERS 53

Box 1—How Legal Transfers Turn Illicit: Sierra Leone

A shipment of sixty-eight tons of weapons, including SALW, arrived in
Ouagadougou, Burkina Faso, on March 13, 1999. The weapons were part of a
contract between a Gibraltar-based company representing the Ministry of De-
fence of Burkina Faso and the Ukrainian state-owned company Ukrspetsexport.
A Ukrainian license for sale of the weaponry was granted after Ukrspetsexport
had received an end-user certificate from the Ministry of Defence of Burkina
Faso. The end-user certificate authorized the Gibraltar-based company to pur-
chase the weapons for the sole use of the Ministry of Defence of Burkina Faso.
The document also certified that Burkina Faso would be the final destination of
the cargo and the end-user of the weaponry. The weapons, however, were not
retained in Burkina Faso. They were temporarily off-loaded in Ouagadougou,
and some were trucked to Bobo Dioulasso, also in Burkina Faso. The bulk of
them were then reportedly trans-shipped within a matter of days to Liberia, a
supporter of the RUF in Sierra Leone.

itly in breach of international law. However, some governments have restrictively de-
fined illicit trade as those international transactions that are not authorized by either
one or both states concerned in the transfers. While such transfers are clearly illicit, a
wider, global definition of the illicit trade in SALW has, in fact, been articulated by
the UN Disarmament Commission [UN DC]. The UN DC Guidelines on Conven-
tional Arms Transfers® have defined illicit trafficking more broadly as “that interna-
tional trade in conventional arms, which is contrary to the laws of States and/or inter-
national law.” Years of research by nongovernmental organizations and the UN have
shown that some SALW legally exported by states have ultimately been used to violate
international law, through their use in human rights violations and breaches of inter-
national humanitarian law, by fuelling conflict and violent crime and by undermin-
ing development and regional stability. Some state-authorized transfers have contrib-
uted directly to such violations; others have been reexported or diverted to unautho-
rized end-users who have used them for such purposes.

There is therefore a clear need to take a holistic view of what constitutes the illicit
trade in SALW, and by so doing to initiate a more comprehensive approach to com-
bating its proliferation and misuse. This analysis will then allow the international
community to develop tools to combat the illicit market more effectively by utilizing
mechanisms required for more rigorous control of the legal trade.

CONTROLS ON GOVERNMENT-AUTHORIZED TRANSFERS

The UN Charter states that all governments have the right to self-defense. As a
direct consequence, most governments claim that they have a commensurate right
both to acquire the means of self-defense and to transfer them to other states. Indeed,
the primary rationale (if not motivation) for the international trade in SALW is the
right of states to acquire the means of self-defense. While it is incumbent upon states
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54 CROWLEY AND CLEGG

to ensure that they only acquire arms in accordance with their legitimate internal and
external security needs and their commitments in the context of international peace-
keeping missions,’> difficulties in arriving at a common definition of a state’s legiti-
mate security requirements have led governments to use significant discretion in the
application of this principle.

There is a clear need to take a holistic view of what
constitutes the illicit trade in SALW.

Nevertheless, a free market in SALW is far from existing. In general, governments
do not allow the transfer of arms to all prospective recipients, since not all potential
recipients are regarded as legitimate or desirable end-users. Indeed, unregulated arms
trading could lead to arms’ entering into the hands of those who may seek to use them
in a manner that conflicts with the interests or wider concerns of the exporting state.

Prohibitions under International Law.® International prohibitions on transfers of
arms can take the form of arms embargoes and trade sanctions (see below), imposed
by the UN Security Council or some other international body, banning the export of
some or all categories of arms to particular end-users. It also expressly prohibits trans-
fers of certain specific weapons, such as antipersonnel mines; blinding laser weapons;
and the mines, booby traps, and other devices addressed in Protocol II (as amended)
to the 1980 convention on Certain Conventional Weapons.”

International law also curtails states’ freedom to authorize transfers in situations
where the use by the recipient would be unlawful. While states bear primary responsibil-
ity for breaches of international law that they, themselves, commit, there are also
circumstances where a state may bear “secondary” or indirect responsibility for viola-
tions committed by other states.® The International Law Commission has identified
the transfer of arms as a case in point and has stated that for this indirect responsibil-
ity to arise, the state transferring the arms does not need to intend to support the
recipient in the illicit use of the arms.” Rather, the exporting state need only be aware
of the relevant circumstances—that is, that the arms may be used for the commission
of an internationally wrongful act by the recipient state or an actor under its direct
control.

On the basis of this principle, states should not transfer arms that they know
could be used to violate the following rules.

*  Prohibition on the threat or use of force.’ While governments often
invoke the right of self-defense, this right is subject to limitations
that flow from the prohibition on the threat or use of force. Accord-
ingly, if it appears likely that a recipient of arms will use them to
violate the prohibition on the threat or use of force, then the arms
transfer should be considered illicit under international law.

*  Nonintervention in internal affairs of other states. If a state exports
arms without ensuring that the transfer complies with the laws of
the recipient state and without the state’s authorization, the supply
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could constitute unlawful interference in the recipient state’s inter-
nal affairs."" Accusations of unlawful interference are all the more
likely if the weapons are supplied to opposition forces within the
recipient state. The prohibition also applies if the weapons are used
by the recipient state to intervene in the affairs of a third state.

*  International humanitarian law. International humanitarian law
prohibits the use of weapons intrinsically incapable of distinguish-
ing between combatants and civilians or of a nature to cause serious
injury or unnecessary suffering.'> Some of these weapons have been
the subject of specific conventions. For those that are not the sub-
ject of a specific convention, a prohibition on transfers can be in-
ferred from the obligation in common Article 1 of the Geneva Con-
vention “to respect and ensute respect” for international humani-
tarian law.

*  Human rights law and standards. It is also the case that states cannot
legally transfer arms that are likely to be used for serious violations
of international human rights standards, as set out in the Interna-
tional Convention on Civil and Political Rights and numerous other
regional instruments."® In addition, the durty of states to protect the
right to life could also be interpreted as meaning that it is illegal for
states to supply arms to private actors in another country when the
actors are operating outside the control of the host country and
committing violent crimes.

*  Prohibition on genocide. The 1948 Convention on the Prevention
and Punishment of the Crime of Genocide prohibits and criminalizes
acts of genocide as well as conspiracy to commit and complicity in
genocide. Accordingly, provided it has the necessary intent to de-
stroy a group in whole or in part, a state that provides weapons to
another state or actor that uses them to commit genocide will be
guilty of genocide. Even absent that intent, if it is apparent that the
weapons will be used for these ends, the transfer will be considered
illicic.

*  Prevention of terrorism. On a number of occasions, the General As-
sembly has asserted states’ duty to refrain from giving assistance,
-whether direct or indirect, to terrorist groups.' Furthermore, the
1988 version of the International Law Commission’s Draft Code of
Crimes Against the Peace and Security of Mankind states that “fo-
menting subversive or [armed] terrorist activities by organising, as-
sisting or financing such activities or &y supplying arms for the pur-
pose of such activities, thereby [seriously] undermined the free exer-
cise by that state of its sovereign rights” [emphasis added], thus rep-
resenting a crime against the peace. Accordingly, transferring arms
that may be used in the commission of acts of terrorism is consid-
ered illicit under international law.
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Beyond the restrictions that are laid down in international law, there are a num-
ber of other factors that governments, to a greater or lesser extent, take into account
when deciding whether to grant or refuse an export license for SALW. While their
impact varies, there is increasing recognition of the need to take into account con-
cerns such as the following.

»  The threat of use of SALW in conflict. The potential use of arms in a
conflict situation is also an important consideration. A number of
governments, including Italy and Belgium, are prohibited, by their
domestic legislation, from transferring arms that could be used in a
conflict situation, regardless of whether the recipient is the aggres-
sor or the subject of aggression.

»  Potential effect on internationallregional stability. In certain regions
of the world that are prone to conflict at a particular time, the un-
regulated transfer of arms can exacerbate tensions or upset a deli-
cate balance of power. The destabilizing accumulation of conven-
tional arms in the Middle East region is widely regarded as having
been a contributing factor to the 1991 Gulf War. The flurry of ini-
tiatives that emerged in the aftermath of this conflict—including
the UN Register of Conventional Arms—demonstrated a desire on
the part of the international community to learn lessons from this
period.

»  Undermining of economic development. Governments are becoming
increasingly aware of the potential for arms expenditures to divert
resources from social development projects. While SALW have a
comparatively low unit cost, large shipments could have the effect
of undermining development in a recipient country, particularly
when part of a large-scale procurement exercise. The lack of trans-
parency in many countries’ arms export and procurement programs,
however, makes it difficult to identify situations when the acquisi-
tion of SALW is part of such a concerted military buildup.

*  Risk of diversion or transshipment to an illicit end-user. Exporting states
also assess the risk of the diversion or transshipment of the arms to
an unauthorized entity. In their assessment, states need to take into
account factors such as the international good standing of the re-
cipient and its record in complying with international treaties, in-
ternational and regional arrangements, and UN sanctions and reso-
lutions.

The main problem with seeking to elaborate on principles for the purposes of
controlling arms exports is that, while states may agree on defining their main con-
cerns, they nevertheless find it difficult to agree on whart the application of the criteria
means for arms transfers in the quantitative and qualitative sense. Some of the above
concerns may lead one government to institute a unilateral embargo on the transfer of
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SALW to a recipient, while other states may take a different view and license the
transfer of such weapons to a recipient of potential concern. Therefore, until there is
broad agreement on the course of action in such a case, states may not consider it in
their interests to act unilaterally.

LEeGgaL ConTtrOLS AND THE UN 2001 PrOCESS

The development of regional declarations has gathered pace as governments, as
well as subregional and regional organizations, have developed initiatives to bring to
the 2001 conference. Despite natural differences reflecting regional priorities, resources,
and established control structures, there are many areas of commonality. The regional
development of accepted norms and standards on legal transfers should pave the way
toward the articulation of internationally agreed-upon norms and standards at the
UN conference. The following initiatives give an indication of the breadth of activity
that is forming around the conference process.

OSCE Document: November 2000. An important initiative in the development of
harmonized regional controls is the recent Organization for Security and Co-opera-
tion in Europe (OSCE) Document on Small Arms and Light Weapons.'> Through-
out this document, there is a clear acknowledgement that legal export controls are
crucial elements in combating the illicic SALW trade. Since the OSCE now includes
55 countries, among them many of the leading SALW manufacturers and exporters,
this is an important development.

Among a number of detailed measures outlined in the document, member states
have agreed to:

* exchange information on exports and imports of SALW within the

OSCE region;

*  combat illicit trafficking of SALW by prosecuting illegal manufac-
ture, marking SALW, and destroying or marking any unmarked
weapons;

»  control the legal trade by adopting:

— commonly agreed standards, building on the 1993 OSCE cri-
teria, for licensing SALW exports; and

— common OSCE-wide standards for documentation for import,
export, and transit of SALW.

Bamako Declaration: December 2000. The Organization of African Unity (OAU)
adopted the Bamako Declaration on an African Common Position on the Illicit Prolif-
eration, Circulation and Trafficking of Small Arms and Light Weapons.'® This decla-
ration presented a multilateral plan of action for both exporting and recipient coun-
tries.

At the national level, the declaration called on exporting states to “take appropri-
ate measures to control arms transfers by manufacturers, suppliers, traders, brokers, as
well as shipping and transit agents, in a transparent fashion.” This demand was rein-
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forced by a call at the regional level to “encourage the codification and harmonization
of legislation governing the manufacture, trading, brokering, possession and use of
small arms and ammunition.”

Furthermore, the OAU appealed to the international community, and particu-
larly “arms supplier countries,” to enact “appropriate legislation and regulations to
control arms transfers by manufacturers, suppliers, traders, brokers, shipping and transit
agents” and “stringent laws, regulations and administrative procedures to ensure the
effective control over the transfer of small arms and light weapons, including mecha-
nisms with a view to facilitating the identification of illicit arms transfers.”

EU Plan of Action: December 2000. The European Union (EU) addressed the
need to strenuously control the legal trade in SALW in order to effectively combat the
illicit trade throughout the EU Plan of Action to Prevent, Combat and Eradicate the
Illicit Trade in Small Arms and Light Weapons in All Its Aspects.'” The Plan of Action
recognizes that action to combat illicit trafficking cannot be restricted to national
controls. At subregional, regional, and international levels, the participating states
undertake to:

* adoptand implement regional or subregional moratoria on the trans-
fer and manufacture of SALW, and to respect such moratoria and
cooperate with the countries concerned in the implementation
thereof, including through technical assistance;

*  consider additional regional or subregional instruments or codes of
conduct to improve control over and restraint in the legal transfer
of SALW, as well as to combat illicit trafficking; and

*  control the production, transfer, acquisition, and holdings of SALW
in accordance with states’ legitimate defense and internal security
interests in connection with surplus weapons.

TowarD DEVELOPED INTERNATIONAL NORMS AND STANDARDS

The foregoing declarations issued by regional and subregional groupings in ad-
vance of the UN conference show, in clear terms, that the need to control effectively
the legal trade in SALW is a major concern for many states. The OAU, the OSCE,
and the EU have asserted the inexricable link between the illicit and legal trade in
SALW. The elaboration of what legal controls should constitute, however, does vary
across these documents. A major challenge for the UN conference, therefore, is to
agree upon and articulate a set of clear, comprehensive, and detailed norms and stan-
dards relating to the legal trade in SALW.

Significant progress has already been made. The Preparatory Committee “Draft
Program of Action to Prevent, Combat and Eradicate the lllicit Trade in Small Arms
and Light Weapons in All Its Aspects™® of January 2001 articulated a range of mea-
sures thar are necessary at the national, regional, and global level to prevent and re-
duce “the diversion of the legal manufacture and transfer [of SALW] to illicit chan-
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nels” and with a view to fostering “responsible behavior with regard to the transfer of
SALW and thereby reduc[ing] the opportunities to engage in the illicit trade in SALW.”

The measures stipulated can be summarized as follows.

National:

laws, regulations and administrative procedures to exercise effective
control over the export, import, transit, or retransfer of SALW;

applications for export authorizations of SALW to be assessed ac-
cording to strict national criteria;

the use of authenticated end-user certificates and enhanced legal

and enforcement measures to safeguard against unauthorized re-
transfer of SALW;

holdings of SALW to be limited to levels consistent with legitimate
self-defense and security interests, including the ability to partici-
pate in UN peacekeeping operations;

the establishment of rules, regulations, and procedures for national
collection of information on production, stocks, and transfers of

SALW;

the supply of arms only to governments, either directly or through
entities authorized to procure arms on behalf of governments;

control over and criminalization of illicit arms brokering activities;
and

prohibition on the transfer of SALW to arms brokers as end-users.

Regional:

harmonization of measures, procedures and documents for moni-
toring and controlling the export, import, transit or retransfer of

SALW; and

development of regional information exchange on arms brokers
engaged in illicit activities.

Global:

These principles and measures represent minimum standards, but they neverthe-
less provide a solid foundation for the establishment of effective international con-

establishment of export criteria applicable to all states;

development of a common understanding of the role and defini-
tion of arms broker;

collection and publishing of “best practice” for national legislation
and procedures for the control of arms brokers; and

a legally binding agreement on arms brokers.
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trols on the legal trade in SALW in order to prevent the illicit trade and misuse of
these weapons.

Accordingly, the removal from the Second Draft Program of Action (February
2001) of the need to establish “export criteria applicable to all states” should be con-
sidered a retrograde step. The UN conference should reinstate this important com-
mitment and should seek to build upon the above principles and measures through
the articulation of a comprehensive and detailed set of norms and standards govern-
ing the international trade in SALW.

Based on the foregoing discussion of international principles governing the legal
trade in SALW and current government practice in this area, these norms and stan-
dards can be divided into two categories: 1) those principles that are based in existing
international law and 2) those that are increasingly recognized as important factors in
the international regulation of the trade in SALW."

Those norms or principles that are based in existing international law include:

* the need to ensure adherence to UN embargoes and other limita-
tions placed upon the transfer of SALW by the UN Security Coun-
cil;

* the need to respect international treaties prohibiting the transfer of

specific types of SALW;

* the prohibition on transfer of arms that are banned by international
humanitarian law because they are incapable of distinguishing be-
tween combatants and civilians or because they may cause excessive
injury or suffering;

* the prohibition on transfer of SALW that would be used by the
recipient to violate the prohibition on the use of force or to inter-
fere in the internal affairs of another state (as set out in the UN

Charter);

* the prohibition on transfer of SALW that would be used to commit
serious violations of human rights or international humanitarian
law;

* the prohibition on transfer of SALW that would be used in the
commission of acts of genocide or crimes against humanity;

* the prohibition on transfer of SALW that would be used to commit
acts of terrorism;

*  the necessiry of ensuring that transfers of SALW are not diverted for
any of the above purposes.

Those areas of emerging international consensus include the need to avoid trans-
fers of arms that would:

* undermine the social and economic development of the recipient
state;
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* lead to the destabilizing accumulation of weapons in a region or
contribute to existing regional instability;

*  contribute to internal instability in the recipient state;
¢ be used for the violent suppression of democratic rights; and
*  be diverted for any of the above purposes.

The UN conference should elaborate on each of these principles with the view to
arriving at a common understanding among all states regarding what each of these
principles means for the transfer of SALW. Priority areas for in-depth consideration
should include enforcement of embargoes; observance of international human rights
standards and international humanitarian law; regional destabilization as a result of
the excessive accumulation of SALW; and risk of diversion to unauthorized end-users.

In addition, the UN conference should agree upon a comprehensive set of legal,
administrative, and practical measures to ensure that the elaborated norms and stan-
dards are enforced rigorously by all states. A number of such measures are set out in
the January 2001 Draft Program of Action. Minimum standards should, however,
include:

* an agreement on effective measures for certifying and monitoring
the end-use of SALW post-export with a view to preventing the
diversion or misuse of legal SALW transfers;

*  provisions for regular information exchange between all states on
SALW transfers;

*  provisions for regular public reporting by each state on transfers of

SALW,;

*  model regulations governing SALW import, export, and in-transit
licensing and certification;

* an international agreement on the registration of arms brokering
agents and on licensing of their activities in accordance with elabo-
rated norms and standards (as set out above).

To ensure consistent application and progressive development of the above norms
and standards and of the associated legal, administrative, and practical measures, the
UN conference should also agree to provisions for follow-up in these areas. An “ad
hoc mechanism,” such as that referred to in the Draft Program of Action (or other
appropriate international body), should be charged with conducting an annual re-
view of the application of the norms and standards based on the provision of compre-
hensive information on transfers of SALW on the part of all states. Beyond this, the
progressive development of the elaborated international norms and standards should
be included in a formal review of the implementation of the UN Conference Pro-
gram of Action, which should take place no later than 2004. Moreover, this review
conference should explore the development of a legally binding international agree-
ment on the regulation of SALW transfers.
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CONCLUSION

Despite the development of national and regional arrangements that elaborate
on the necessity of controlling legal transfers of SALW, the illicit trade and misuse of
these weapons has continued. The absence of an explicit agreement at the interna-
tional level on a comprehensive set of norms governing the legal trade in SALW is a
significant obstacle to the promotion of global restraint and responsibility in this area.
Many governments still trade on the assumption that “if we don' sell, someone else
will.” The UN Conference on the Illicit Trade in Small Arms and Light Weapons in
All Its Aspects provides a crucial opportunity for addressing this damaging precon-
ception. Only through the establishment of a detailed and comprehensive set of inter-
nationally agreed-upon norms and standards governing the legal trade in SALW will
effective progress in tackling the illicit trade in SALW be achieved. a5
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